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	SUBJECT ACCESS REQUEST POLICY AND FORM



1.
Summary
1.1
This document sets out North Wales Housing’s policy for responding to 

Subject Access Requests (SARs) under the General Data Protection Regulation (GDPR) which is the regulation in the UK that explains the rights and responsibilities of those dealing with personal data.

1.2 
In addition to SARs, this Policy and accompanying Request Form also covers requests from individuals with regards to their other rights under the GDPR as outlined in paragraph 11. Subjects’ Rights.

2.
Introduction – What is GDPR?
2.1 
The General Data Protection Regulation (GDPR) took effect from 25 May 2018 and has been enshrined in UK law following the enactment of the Data Protection Act 2018. GDPR gives individuals the right to know what information is held about them. It provides a framework to ensure that personal information is handled properly.

2.2 
The Regulation works in two ways. Firstly, it states that anyone who processes personal information must comply with seven principles, found in article 5 of the GDPR.

Article 5(1) requires that personal data shall be:
(a)   processed lawfully, fairly and in a transparent manner in relation to 


individuals (‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’); 

(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).

Article 5(2) adds that:
(g) “The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).”

2.3 Secondly, it provides individuals with important rights, including the right to find out what personal information is held on computer and most paper records.
3.
What is Personal Data
3.1
Personal data is any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Personal data will cover basic details and will include details such as name, address, telephone number, date of birth.

3.2
Provided the information in question can be linked to an identifiable individual, the following are likely to be examples of personal data: 

· an individual’s financial information; 
· information about an individual’s family life or personal circumstances, employment or personal circumstances;
· any opinion about an individual’s state of mind. 
3.3
Special categories of personal data (‘sensitive data’) means that which reveals racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation.
4.
What is a Subject Access Request?
4.1
A subject access request is a request for personal information (known as personal data) held about an individual by North Wales Housing. Generally, individuals have the right to see what personal information is held about them, individuals are entitled to be given a description of the information, what we use it for, who we might pass it on to, and any information we might have. 

5.
How to submit a Subject Access Request (SAR)
5.1
A SAR can be made in writing, however, the requestor does not need to mention the General Data Protection Regulation or state that they are making a SAR for their request to be valid. North Wales Housing has a form called “Subject Access Request Form” which can be provided to a requestor to submit a SAR. 
A copy of this can be found at Appendix 1.

5.2
It is not compulsory to make a SAR by completing a form, it can be made in any form, including through email, phone call or web contact forms.
6.
What do we do when we receive a subject access request? 

Checking of identity 

6.1
We will first check that we have enough information to be sure of an individuals’ identity. Often, we will have no reason to doubt a person’s identity, for example, if we have regularly corresponded with them. However, if we have good cause to request the individuals’ identity we can ask for evidence we reasonably need to confirm identity. For example, we may ask for a piece of information held in the individuals’ records that we would expect them to know: a witnessed copy of the individual’s signature or proof of your address. 

6.2
If the person requesting the information is a relative/representative of the individual concerned, then the relative/representative is entitled to personal data about themselves but must obtain from consent from the individual and provide to North Wales Housing proof of the individual’s consent for the release of their personal data. If the person requesting the personal information on behalf of another individual and have been appointed to act for them under the Mental Capacity Act 2005, they must confirm their capacity to act on their behalf and explain how they are entitled to access the information and provide any corresponding evidence (such as Lasting Power of Attorney, Deputyship etc). 

6.3
We will check that we have enough information to find the records an individual has requested. If we feel we need more information, then we will promptly ask for this. We will gather any manual or electronically held information (including emails) and identify any information provided by a third party or which identifies a third party. 
6.4 
If we have identified information that belongs to a third party, that is to say where North Wales Housing are not the ‘Data Controller’ of that information, we will write to them asking whether there is any reason why this information should not be disclosed. We do not have to supply the information unless the other party has provided their consent or it is reasonable to do so without their consent. 

6.5
Any third party names or references to person(s) whose information the individual is not entitled to, will be redacted/anonymised or Pseudonymised accordingly.
6.6
Once we have confirmed identification, resolved any queries around the applicant’s request, and gathered the relevant information, we will issue our response electronically via a secure email service, or if requested, via hard copy. Hard copy responses will be sent by Royal Mail recorded delivery in an envelope or package marked ‘Private and Confidential’ and ‘Addressee Only’.

7.
Will we charge a fee? 
7.1
We do not routinely charge a fee for SARs. However, if a hard copy response has been requested then we reserve the right to charge the actual costs of sending the response by Royal Mail recorded delivery. If the requestor does not want to pay this, they may choose to receive their response electronically at no charge or collect the hard copy from one of our nearest offices to them. 
7.2
Where requests from a data subject are manifestly unfounded or excessive, in particular because of their repetitive character, as the controller we may either:

(a) charge a reasonable fee taking into account the administrative costs of 

providing the information or communication or taking the action requested;

 or

(b) refuse to act on the request.
	
	


In either instance we will provide the individual with evidence of how this decision was reached.

8.
What is the timeframe for responding to subject access requests? 
8.1 
Following initial acknowledgement, we will respond to SARs in accordance with the 
GDPR timescales of 1 calendar month. 

8.2
The ICO guidance on calculating 1 calendar month is as follows:


from the day after a request is received (whether the day after is a working day or not) until the corresponding calendar date in the next month;


If this is not possible because the following month is shorter (and there is no corresponding calendar date), the date for response is the last day of the following month;

If the corresponding date falls on a weekend or a public holiday, the date for response will be the next working day.

8.3 
This can be extended by a further two months where the request is complex or where there are numerous requests. If this is the case, we will contact the individual within 1 month of the receipt of the request and explain why the extension is necessary.  

9.
Are there any grounds we can rely on for not complying with a subject 
access request? 

Exemptions 

9.1 
GDPR contains a number of exemptions to our duty to disclose personal data and we may seek legal advice if we consider that they might apply. Possible exemptions would be: information covered by legal professional privilege, information used for research, historical and statistical purposes, and confidential references given or received by the organisation. Information about exemptions can be found on the Information Commissioner’s Office (ICO) website.

Previous requests 

9.2 
If a previous subject access request has been made, we must respond if a reasonable interval has elapsed since the previous request. A reasonable interval will be determined upon the nature of the information, the time that has elapsed, and the number of changes that have occurred to the information since the last request. 

10.
What if an error in our records is identified by the individual? 
10.1 
If an error in the information we hold is identified, the individual needs to notify us as soon as possible. If we agree that the information is inaccurate we will take all reasonable steps to correct the information or, if relevant and practically possible, remove the inaccurate information by secure deletion/destruction. 
10.2
If we believe the information is accurate, or we are unable to make a decision as to the accuracy of the information, we will keep a note of the alleged error on the file.

11.
Subjects’ Rights
11.1 
Subjects have various other rights in respect of the personal information we hold about them – these are set out in more detail below.  

Right to object
11.2 
Subjects can object to our processing of their personal information where we are relying on a legitimate interest (or those of a third party) and there is something about their particular situation which makes them want to object to processing on this ground. Subjects also have the right to object where we are processing their personal information for direct marketing purposes. 

Consent
11.3
If a subject has given us consent to use personal information (for example, for marketing), they can withdraw their consent at any time.


Rectification
11.4
As with paragraph 10, subjects can ask us to change or complete any inaccurate or incomplete personal information held about them.

Erasure
11.5
Subjects can ask us to delete their personal information where it is no longer necessary for us to use it, they have withdrawn consent, or where we have no lawful basis for keeping it.
Portability
11.6
Subjects can ask us to provide them or a third party with some of the personal information that we hold about them in a structured, commonly used, electronic form, so it can be easily transferred.

Restriction
11.7
Subjects can ask us to restrict the personal information we use about them where they have asked for it to be erased or where they have objected to our use of it.

No automated-decision making
11.8
We do not currently carry out any automated decision-making.
Please note, some of these rights only apply in certain circumstances and we may not be able to fulfil every request.
If an individual wishes to exercise any of these rights or make a complaint, they can do so by completing the form and/or contacting our Customer Services Team by Phone: 01492 572727, Email: customerservices@nwha.org.uk or at North Wales Housing, Plas Blodwel, Broad Street, Llandudno Junction, Conwy, North Wales, LL31 9HL.
Complaints procedure

11.9
If an individual is not satisfied by our actions, they can seek remedy through our internal complaints procedure. This can be obtained by contacting our office or by visiting our website https://www.nwha.org.uk/contact-us/
11.10
If an individual remains dissatisfied, they have the right to refer the matter to the Information Commissioner at:


Information Commissioner’s Office – Wales


Churchill House



17 Churchill Way



Cardiff 



CF10 2HH



Telephone: 029 2067 8400

 

Email: wales@ico.org.uk 

Appendix 1 – 
Subject Access Request / Exercise of Rights Request Form
The purpose of this form is to ensure that all necessary information to complete your Subject Access Request / request to exercise other rights is provided to North Wales Housing.

The information you supply in this form will only be used for the purposes of identifying the personal data you are requesting and responding to your request. You are not obliged to complete this form to make a request but doing so will make it easier for us to process your request quickly. 

Whose information are you requesting? 

☐ Your Own (complete section 1, 2, 5, 6a & 7) 

☐ Someone Else’s (complete section 1, 3, 4, 5, 6b & 7)
SECTION 1: Details of the Data Subject (the person the information is about)
	Full Name
	

	Any previous name
	

	Date of Birth:
	

	Current Address
	

	Previous Address
	

	Telephone Number:
	

	Email address:
	


SECTION 2 Proof of Requester’s Identity
We will need proof of your identity before we can respond to your access request. To help us establish your identity, you must provide with this form identification that clearly shows your name, date of birth, and current address.

We accept a photocopy or a scanned image of one of the following as proof of identity: 
passport or photo identification such as a driver’s license, national insurance number card, or birth or adoption certificate, utility bill.  
If you have changed your name, please provide the relevant corresponding documents that show how your name has been changed e.g. marriage certificate.

We may request additional information from you to help confirm your identity and your right to access, and to provide you with the personal data we hold about you.   We reserve the right to refuse to act on your request if we are unable to identify you.

SECTION 3 Details of the person acting on behalf of the data subject

	Full Name
	

	Relationship to Data Subject
	

	Current Address (If different to the Data Subject)
	

	Telephone Number
	

	Email Address
	


SECTION 4 Proof of Authority to request the individual’s information 

Please tick and enclose a copy of relevant authority 

☐ Lasting Power of Attorney 

☐ Written consent from the Data Subject 

☐ Other (Please specify) _______________________________________________

SECTION 5 Description of the information requested or details to exercise another right under section 11 of the Policy 
(please be specific and continue on another sheet if necessary.):

	


SECTION 6 Declaration 

PART A - Individual 

The information which I have supplied in this application is correct, and I am the person to whom it relates. 

Signature (Data Subject): _________________________________________ 

Date: 



_________________________________
PART B - Individual’s Representative 

I am the individual’s representative and I believe I have the authority to request the above information from you. 

Signature (Representative): ________________________________________ 

Date: 



_________________________________

SECTION 7 Submitting the Request Form 

The completed Subject Access Request Form and the supporting copies of the documents proving identity and entitlement (if relevant) should be sent to: 

Gareth Roberts
Data Protection Officer
North Wales Housing

Plas Blodwel 

Broad Street

Llandudno Junction

Conwy

North Wales

LL31 9HL
Or by email to Gareth.roberts@nwha.org.uk 
You will receive an email or acknowledgement letter confirming receipt and the deadline by which we will respond. We will contact you if further information is required.
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